INTRODUCTION

* Whatis an IDS?

* Intrusion Detection System monitors
network traffic for signs of malicious
activity.

* Two types:

* Rule-based IDS (e.g., Snort): Uses
predefined attack signatures.

* Al-based IDS: Uses machine
learning to detect unknown
patterns.




INTRODUCTION

* Project Purpose

e Compare Snort (traditional) vs. an
Al-based IDS (custom-trained).

* Evaluate which system is better in
detecting modern cyber threats.

* Test using CIC-IDS2017 dataset.

* Assess performance, adaptability,
false positives, and ease of use.




PROJECT
OBJECTIVES
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» Detect different cyberattack types
using both systems.

» Test performance in terms of:

» Detection accuracy

» Setup complexity

» Ability to adapt to new threats

Sl * Understand each system's

- limitations and practical use.
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Dataset and
Environment

* CIC-IDS2017 Dataset
e Real-world traffic + labeled attacks

* Types of attacks: DDoS, brute-force,
infiltration, botnet

* Testing Setup
* Ubuntu VM with:
* Snort (rule-based IDS)
* Python & Scapy (attack simulation)
* tcpreplay (replay PCAP)
* Wireshark (packet capture)




SNORT IMPLEMENTATION
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Custom Snort Rules Created

SSH Brute Force Detection
MySQL Root Login Attempt
Unencrypted MySQL Password

Example Rule:

Detection of SSH brute force attacks:

alert tcp any any -> any 22 (msg:"SSH Brute-force
detected"; flags:S; threshold:type threshold,
track by_src, count 60, seconds 60; sid:1000004;
rev:1;)



Preprocessor

Creating Snort
Rules

Preprocessar Dbject:

Fawrceor: Wuctt

Preprocessor Object:
ocessor 0bj

Prepr

Preprocessar
Preprocessor Dbject: SF_SMTP Wersion 1.1 <Buile
& SFPOP version 1.0 <Build 1o
532)




SNORT IMPLEMENTATION
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Testing with Scapy Example Rule:

Sent traffic matching attack profiles to trigger For SSH brute force:

alerts. from scapy.all import *

Verified results using Wireshark and log for i in range(65):

inspection. send(IP(dst="192.168.0.102")/TCP(dport=22,
flags="S"))

Alerts logged correctly for:

e Repeated login attempts
e Root login attempts
* Plaintext password strings



Test Snort Rules:

Trigger SSH brute

force detection




Al-IDS SETUP AND TESTING

1e8 CICIDS2017 Binary Classes PCA Projection

* AI-IDS Approach

* Trained on labeled CSV flow data (from CIC-
IDS2017).

* No manual rules — learns patterns in traffic. —

ATTACK

* Binary classification: benign vs. malicious
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* Why we switched from Stratosphere IPS: B S,
* Compatibility issues and limited control . N,
* Our custom Al model gave us more flexibility N ’ i "
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TRAINING THE AI-IDS

Flow Data Extraction

e Used CICFlowMeter to convert PCAP files into
labeled CSV flow data.

* Extracted features like duration, packet size,
and protocol info.

Model Selection
 Started with Isolation Forest (unsupervised)

* Switched to XGBoost for better accuracy and
control.

Data Cleaning
* Trimmed output to show only key details:
* Attack type, source IP, timestamp

[INFO] Evaluation Report:

precision recall fl-score

BENIGN 1.00 1.00 1.00
MALICIOUS 0.99 1.00 1.00
accuracy 1.00
macro avg 1.00 1.00 1.00
weighted avg 1.00 1.00 1.00

[INFO] Model saved to models/xgboost_model.pkl

support

454620
111529

566149
566149
566149



TRAINING THE AI-IDS

Coding & Debugging

* Frequent errors during model building )
. . ) : . [INFO] Evaluation Report:
* Required extensive debugging and validation

precision recall fl-score support

Training Time
g BENIGN 1.00 1.00 1.00 454620
* XGBoost training was slow and unpredictable — 0.99 1.9 LOCE =
* Had to monitor progress manually over hours e Loo  1ep 1o poened
weighted avg 1.00 1.00 1.00 566149

Feature Extraction Issues

_ [INFO] Model saved to models/xgboost_model.pkl
* CICFlowMeter worked for training ' :

* Manual extraction needed during testing due
to tool limits



~ AI-IDS DEMO

Execution & Results
* Ran model on new PCAPs

scan-live-traffic

* Classified traffic as benign or malicious
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SNORT PROS AND
CONS

* Pros:
* Transparent rule logic

Lightweight and efficient

Real-time detection

Widely used and documented

* Cons:
* Only detects known threats
* Needs constant rule updates
* Difficult to scale in large networks
* High manual effort for tuning




Al-IDS PROS AND
CONS

* Pros:
* Learns from data, detects novel threats
* Low manual rule management
* Can reduce false positives
* Scales well with large traffic

* Cons:
* Needs large, clean training data
e High resource consumption
* Can act like a “black box”

Risk of false negatives if not tuned




Feature

Detection Method

Adaptability

New Threat
Detection

Transparency

Maintenance

Scalability

Resource Needs

Snort (Rule-Based)

Signature-based

Low

Weak

High

High (Manual)

Medium

Low

Al-IDS

ML/Anomaly-based
High
Strong

Low

Medium (Model
Tuning)

High

High

Comparative
Table



Stratosphere IPS was difficult to deploy -
switched to custom model.

Snort's network interface needed tuning to
capture replayed traffic.

Challenges Faced

Writing and validating custom rules took time.

Data preprocessing for Al training was
complex.



| Challenges
Faced
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12 rows x 79 columns] _

Destination Port Flow Duration Total Fwd Packets Total Backward Packets ... Idle 5td Idle Max Idle Min
44 0.026381 2 o e °

19 def extract_features_with_cicflowneter(input_pcap, output_csv):

20

21 Use CICFlowMeter to extract features from a PCAP file.

22

23 print(

24 f"[INFO] Extracting features from {input_pcap} using CICFlowMeter..
25 command = f"cicflowmeter —f {input_pcap} —c {output_csv}"

26 result = subprocess. run(command, shell=True,

27 capture_output=True, text=True)

28 if result.returncode == 0:

29 print(f" [INFO] Features saved to {output_csv}")

30 else:

31 print(f" [ERROR] Failed to extract features: {result.stderr}")
32

33

34 def predict_traffic(output_csv, model_path):

35

36 Predict traffic labels using the trained model.

37 i

PROBLEMS ~ OUTPUT ~ DEBUG CONSOLE  TERMINAL  PORTS
(3.12.0) salman@Salmans-MacBook-Pro-2 network_anomaly_detector_updated % cicflowmeter —f live_traffic.pcap -c extracted_fi
5.5V

PermissionError: [Errno 13] Permission denied: 'extracted_features.csv'
Exception ignored in: <function CSVWriter.__del__ at @x1084bd4e0>
Traceback (most recent call last):

File "/Users/salnan/.pyenv/versions/3.12.8/1ib/python3. 12/site-packages/cicflowneter/writer.py", line 27, in _del _
AttributeError: 'CSVMriter' object has no attribute 'file'
1(3.12.0) salman@Salnans-MacBook-Pro-2 network_anomaly_detector_updated % sudo cicflowneter ~f live_traffic.pcap -c extrac
eatures.csv
reading fron file live_traffic.pcap, link-type ENIOMB (Ethernet)
1 (3.12.0) salman@Salmans-MacBook-Pro-2 network_anomaly_detector_updated % ||
naster & ®0/AO0 ) 1fileand O cells to analyze /& tn76,Col 11 Spaces:4

8 ..

62795 1 (3 @ L3
62821 2 0 . o o
443 2 8 ... o [}
57621 1 0 ... o a
@ 2 o o L]
443 4 ° o °
63782 3 0 o @
443 17 [} o e
63816 16 o .. o (]
443 3 0 .. ° o
63817 2 L o @




Key Observations
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* Snort was effective at identifying only
known threats.

_—_
!

* AIl-IDS showed promise for adaptive
threat detection, especially unknown
attacks.
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* A hybrid system could provide the best
of both worlds.
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FUTURE WORK

* Include anomaly detection by fine tuning
the model to fit specific deployment
environment.

* Use more recent pcap data or CSV.

» Utilize NTFlowLyzer(2024) for more
future feature extractions as it makes
the model more efficient and accurate.

» Utilize deep learning/sequential models
rather than statistical models.




Snort is simple, reliable, but outdated for
modern threats.

Al-IDS adapts to new threats but is
complex and resource-heavy.

Real-world security teams may benefit
from a combined approach.

CONCLUSION
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* THANK YOU




