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Connecting attack simulation to defensive action
Public portfolio recreation of training work in a simulated industrial environment.

Salman Youssef | AI, cybersecurity & technical education
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My contribution
Built industrial-control simulations involving PLCs, HMIs,
and engineering workstations; integrated monitoring tools;
developed and delivered hands-on training.

Tools and communication
Tenable, Nozomi, Elastic Stack, FortiGate, Cisco traffic
mirroring, and MITRE ATT&CK-aligned guides connected
technical observations to defensive decisions.

Adapted from my industrial cybersecurity training work | Conceptual system overview.
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INDUSTRIAL SECURITY | ILLUSTRATIVE EXERCISE DESIGN

A sample training structure
New, non-operational teaching outline based on the documented training approach.

Salman Youssef | AI, cybersecurity & technical education

Scenario and learning goal
A simulated workstation produces unusual network
discovery traffic. Learners must distinguish observations,
hypotheses, and evidence needed for escalation.

Observe and investigate
Review synthetic logs and a timeline. Identify the affected
assets, relevant telemetry, and missing context before
proposing a response.

Explain the defence
Describe which monitoring, segmentation, or filtering
controls could help, what they would observe, and how to
validate the change in the lab.

Assess understanding
Ask the learner to justify the conclusion and repeat the
exercise with altered evidence. Success is reasoned
investigation, not memorising a command.

Illustrative exercise outline | Designed to connect system behaviour, evidence, and defensive decisions.
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